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ABOUT GCTC

The Global Counter Terrorism Councii (GCTC) is

a non-partisan, not-for-profit think tank dedicated
to strengthening national and global security
through dialogue, research, capacity building

and policy engagement.

We work at the intersection of security, governance,
technology and resilience, bringing together
governments, industry, academia and international
organisations to address emerging threats and
shape a safer, more secure world.

GCTC's conferences and initiatives focus on
critical domains including counter-terrorism,
cybersecurity, financial security, border
management, strategic technologies, energy
security and global risk governance.
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ABOUT THE CONFERENCE

The BFSI Security Conference 2026 brings together

key stakeholders from across the financial services
ecosystem, government, security and technology
communities to deliberate on the most pressing threats,
emerging risks and strategic responses in the Al era.
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Al-DRIVEN CYBER FINANCIAL DIGITAL ECONOMIC
THREATS RESILIENCE CRIME TRUST SOVEREIGNTY

Over two intensive days, the conference will feature
keynotes, expert panels, strategic discussions and
solutions-focused dialogue to build a secure, trusted
and future-ready financial ecosystem for India.
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Financial systems today
represent vital national
infrastructure essential
for economic continuity,
public trust and
strategic stability.

MESSAGE FROM THE

CHAIRPERSON /

CONFERENCE COMMITTEE
GCTC BFSI SECURITY CONFERENCE 2026 —

The financial sector across the world is undergoing profound transformation, driven by
rapid digitalisation, artificial intelligence, interconnected financial technologies, and
expanding digital ecosystems. These developments have significantly enhanced efficiency,
innovation, and financial inclusion. Simultaneously, they have expanded the scope of
operational, technological, cyber, and systemic risks confronting financial institutions and
regulatory ecosystems globally.

In recent years, the BFSI sector has increasingly emerged as a critical pillar of national
economic resilience and strategic stability. Financial systems today are no longer merely
transactional ecosystems; they represent vital national infrastructure essential for
maintaining public confidence, economic continuity, institutional stability, and
sustainable growth.

The growing sophistication of threats—including Al-enabled fraud, digital identity
vulnerabilities, ransomware attacks, illicit financial networks, and cross-border
technological risks—requires continoous strengthening of institutional preparedness and
governance frameworks. Furthermore, emerging technologies such as artificial intelligence,
blockchain ecosystems, digital currencies, and quantum computing are simultaneously
creating opportunities while introducing complex regulatory, operational, and

strategic challenges.

In this evolving environment, strengthening cyber resilience, operational continuity, digital
trust, and responsible innovation within financial systems has become critically important.
The future stability of financial ecosystems will depend significantly upon robust
governance structures, proactive risk management frameworks, effective public-private
coordination, and future-ready regulatory preparedness.

The BFSI Security Conference 2026 represents an important national initiative, held under
the central theme: “Shaping India's Financial Security Architecture: The Road to 2047".
In alignment with national priorities for responsible resource utilisation and wider digital
engagement, the conference is being organised as a fully virtual summit on

June 10-11, 2026.

This platfarm is designed to facilitate strategic dialogue among regulators, policymakers, banking
leadership, technology experts, cybersecurity professionals, enforcement agencies, and industry
stakeholders. The deliberations will examine critical issues including:
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Digital trust,
identity, and data
protection (KYC)

; | -
Cybersecurity | Operational
governance and | resilience, business

Al-driven risks | | continuity, and
crisis management
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Crypto regulation,
payment security,
compliance frameworks, |
financial intelligence,
and emerging

geoeconomic nsks .
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Financial crime
prevention, money

laundering, and

terror financing ‘

| believe that such collaborative platforms are essential for strengthening institutional awareness,
encouraging knowledge-sharing, promoting coordinated approaches, and supporting the development
of secure, resilient, and trusted financial ecosystems aligned with India’s broader developmental and
strategic priorities.

| extend my best wishes to the organisers, distinguished speakers, participating institutions, and
delegates for a successful and meaningful conference. | am confident that the discussions and
recommendations emerging from this conference will contribute constructively towards strengthening
India’s long-term financial security architecture and digital economic resilience.

R. Gandhi

Former Deputy Governor
Reserve Bank of India

With Best Wishes,

) ¥ if -

Chairperson, Conference Committee
GCTC BFSI Security Conference 2026
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THREATS + CHALLENGES + RESPONSES IN THE Al ERA

WHY

FINANCIAL SECURITY ”“”

~-NATIONAL SECURITY '/ R.

THE FINANCIAL ECOSYSTEM IS THE NERVOUS SYSTEM OF A MODERN NATION.

IS NOW

A SINGLE POINT OF FAILURE CAN DISRUPT ECONOMIES, UNDERMINE TRUST AND THREATEN SOVEREIGNTY.

AI-DRIVEN FRAUD

Al tools are being weaponised

to automate fraud, mimic identities,
bypass controls and exploit
vulnerabilities at scale.

—

DEEPFAKES & \
DIGITAL TRUST COLLAPSE

Synthetic media and manipulated
content are eroding digital trust,
enabling impersonation, social
engineering and reputational attacks.

CYBER WARFARE &
ECONOMIC INSTABILITY

Nation-state actors and cyber
mercenaries target financial
institutions to cause disruption,
steal data and weaken economies.

THE STAKES ARE HIGHER THAN EVER

. ONE OF THE WORLD'S o] le,
e

LARGEST DIGITAL
PAYMENT
ECOSYSTEMS

UPI processes
10+ Billion
transactions monthly

RAPID DIGITAL
TRANSFORMATION

INSURANCE &
FINTECH

INDIA AT THE FOREFRONT

ACROSS BANKING,

DATA BREACH &
PRIVACY RISKS

Massive data breaches expose sensitive

financial and personal information,
leading to identity theft, financial loss
and loss of public confidence.

RANSOMWARE &

\\ BANKING DISRUPTION

Ransomware attacks on banks,
payment systems and third-party
vendors can halt operations,
compromise data and impact
millions instantly.

CRYPTO-ENABLED
ILLICIT FINANCE

Cryptocurrencies and DeFi
platforms are exploited for
money laundering, terror financing
and sanctions evasion.

CRITICAL INFRASTRUCTURE
VULNERABILITIES

Interconnected systems — from
payments to power - are vulnerable.
A breach in one can trigger
cascading failures across sectors.

» Disruption of financial systems can trigger economic shocks

» Loss of trust can destabilize markets and institutions

» Financial attacks today can become national crises tomorrow
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INCREASING A TARGET FOR
CYBERCRIMINALS,
OF FINANCIAL TERROR NETWORKS
& HOSTILE ACTORS

INTERCONNECTEDNESS

INFRASTRUCTURE

e
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A VIKSIT BHARAT 2047
AMBITION REQUIRES
A SECURE, TRUSTED &
RESILIENT FINANCIAL
ARCHITECTURE

SECURING FINANCE. SECURING INDIA. SECURING THE FUTURE.

A resilient financial ecosystem is not just good governance - it is
NATIONAL DUTY.
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Building a Safer, Secure & Resilient World

CONFERENCE OBJECTIVES

A COLLECTIVE COMMITMENT TO BUILD A SECURE, TRUSTED AND RESILIENT
FINANCIAL ECOSYSTEM FOR INDIA AND THE WORLD. "
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STRENGTHEN PROMOTE RESPDNSIBLE‘ BUILD DIGITAL COMBAT FINANCIAL | ENHANCE OPERATIONAL | ADVANCE FINANCIAL

CYBER RESILIENCE Al & TECHNOLOGY TRUST & CUSTOMER CRIME & ILLICIT RESILIENCE & BUSINESS SOVEREIGNTY &
GOVERNANCE CONFIDENCE FINANCE CONTINUITY ECONOMIC SECURITY

Enhance the ability of Encourage secure, Strengthen identity, Advance collaboration Strengthen business Safeguard India's
financial institutions ethical and transparent data protection and to prevent money continuity, crisis financial ecosystem
to anticipate, absorb, adoption of Al and digital trust to enable laundering, terrorism management and from geopolitical,
respond and recover emerging technologies safe, inclusive and financing, fraud and critical infrastructure economic and
from cyber threats and in the financial sector. customer-centric emerging financial resilience across technological
disruptions. financial services. crimes. the BFSI sector. adversities.
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STRATEGIC FOCUS AREAS

KEY THEMES THAT WILL SHAPE THE DISCUSSIONS AND OUTCOMES OF THE CONFERENCE

CYBERSECURITY & THREAT LANDSCAPE
Assess evolving cyber threats, attack vectors and nation-state risks
targeting the financial ecosystem.

Al, DATA & EMERGING TECHNOLOGIES

Explore the impact of Al, GenAl, qguantum computing, blockchain and
automation on financial services and associated risks.

FINANCIAL CRIME & ILLEGAL ECONOMIES

Focus on money laundering, terror financing, sanctions evasion,
cyber-enabled frauds and dark web ecosystems.

REGULATION, COMPLIANCE & SUPERVISION

Strengthen regulatory frameworks, RegTech/SupTech adoption,
and cross-border cooperation for effective supervision.

CRITICAL FINANCIAL INFRASTRUCTURE
Protect core banking systems, payment rails, UPI, cloud infrastructures
and other critical financial assets.

LEADERSHIP, TALENT & INSTITUTIONAL RESILIENCE
Build future-ready leadership, skilled workforce and resilient
institutions to navigate complexity and disruption.

GEOPOLITICS, GEOCONOMICS & GLOBAL COOPERATION
Examine the geopolitical impact on financial stability and the need for
global partnership in an interconnected world.

/ A secure, trusted and inclusive financial ecosystem
@ OUR VISION ‘ that powers India's growth and global leadership.
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WHO SHOULD ATTEND?

The BFSI Security Conference 2026 brings together key stakeholders from across the
financial ecosystem, government, regulators, security agencies and technology pruwders
to collaborate, learn and build a secure financial future. :
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\ RBI, SEB, IRDAI,
GOVERNMENT | PFROA. IBBI BANKS

MINISTRIES | Public, Private,

DFS, MHA, Meity, / Foreign &
MEA, DEA o Regional Banks
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Risk, Compliance, / e ECE R ) Life G 18
IT, Security & ife, General

: %3;:5 I | : Health Insurers
BFSI SECURITY -
ECOSYSTEM /& / Hi

PSUs & " NBFCs &

INFRASTRUCTURE
ENTITIES COLLABORATE. SECURE. FINANCIAL |

Banks, Insurance,  / TRANSFORM. ; W:IE;LTU;L?:NS . ¥
Payment & Critical d 1 7o SISFB S,
Infra PSUs - is, SFBs X

LAW ENFORCEMENT {’.\5 FINTECH &
& INTELLIGENCE 32 | PAYMENT
AGENCIES TECHNOLOGY & \ COMPANIES

NIA, ED, SFIO, IB, CYBER SECURITY UPI, Wallets, PSPs,
State Police, FIU PROVIDERS \ Digital Banks

i = Al Cloud, Cyber, —

Data Security
Firms

UNITING INDIA'S FINANCIAL ECOSYSTEM From [_mlin:ymakers to practitioners, innovaigrs to
investigators — everyone has a role to play in

TO BUILD RESILIENCE, TRUST & SECURITY | socuring India's financial future.

— WHY YOU SHOULD ATTEND
b
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POLICY & REGULATORY STRATEGIC THOUGHT LEADERSHIP ‘ BUSINESS & NATIONAL & GLOBAL CONTRIBUTE TO

ENGAGEMENT NETWORKING & INSIGHTS OPPORTUNITIES PERSPECTIVE NATIONAL SECURITY
Engage directly with Connect with CX0s, Gain actionable insights Explore partnerships, Understand global Be a part of India’s
regulators, government industry leaders, on emerging threats, collaborations and trends and India's role mission to build a safe,
leaders and national security experts and risks and solutions solutions to strengthen in building a secure resilient and trusted
security experts. technology innovators. shaping the future. your business. financial ecosystem. financial future.

£E Securing Finance Today, Empowering India Tomorrow. 79
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D AY ‘l DIGITAL TRUST « CYBER RESILIENCE = [+ o
SYSTEMIC SECURITY )

Strategic Dialogue. Stronger Systems. Secure Future.

TIME (IST) SESSION OVERVIEW

‘Q‘, 09:45 —10:00 L T B Strategic Inaugural Session: Securing India’s Financial Future
Vision setting, national priorities and the strategic context of BFSI security.

-
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Cyber Threats to India’s Financial System

IR G 8 STRATEGIC PANEL
» Evolving Attack Vectors Critical Vulnerabilities + National Preparedness

Deepfakes, Al Fraud & Digital Trust
« Synthetic Identities = Al-Enabled Fraud = Building Digital Trust

10:45-11:30 STRATEGIC PANEL

1130 - 1215 Inside the Boardroom: Building Cyber-Resilient Financial Institutions
' ' + Governance « Risk Culture  » Board Accountability

1215-13:00 @-one Fintech vs Regulation: Striking the Right Balance

* Innovation = Regulation = Consumer Protection
13:00-14:00 ® NETWORKING BREAK  « Virtual Networking  Partner Lounges » Delegate Interaction

14:00-14:45 - Alin Banking: Dpporturjity, Risk & thaspclns.i_bilitynr
« Intelligent Systems e« Risk Management = Ethical Al

14:45-15:30 -t Financial Systems as Critical Infrastructure
« Systemic Importance = Interdependencies = Resilience Frameworks

15:30-16:15 @ Securing India’s UPI Revolution

« Scale = Security = Future Roadmap

16:15-17:00 @-BUNT gy i Leadership & Human Capital in the Age of Al
: » Future Skills  « Workforce Transformation  « Leadership Preparedness

17:00=17:45 @-BSLTN T ] Weaponisation of Finance in an Unstable World

« Sanctions Evasion e State & Non-State Actors  » Geopolitical Risks

TEIIRTENE ¥ STRATEGIC PANEL Operational Resilience & Business Continuity

¢ Crisis Preparedness  « Continuity Planning = Digital Resilience

18:30-19:00 ®- Global Financial Security Playbooks

+ Global Best Practices  » Cross-Border Lessons  « Future Cooperation

— ONE MISSION. ONE VISION. A SECURE FINANCIAL FUTURE. J —mmmms
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D AY 2 FINANCIAL CRIME e DIGITAL RISK
NATIONAL SECURITY

Stronger Cooperation. Smarter Systems. Safer India.

TIME (IST) SESSION OVERVIEW

(7)) 10:00- 1045 o ETTIIT®) A Quantun & Digital Sovereigny

» Emerging Technologies = Sovereignty e Strategic Advantages

A » Digital Identity e KYC Evolution e Trust Architecture

| 11:30-12:15 @ BILIRE AN InsurTech & Emerging Risk
* New Risks s |nnovation s Risk Transfer

) 1215-1300 @ IS e Crypto vs Central Banks: The Future of Money
4 * CBDCs = Stablecoins * Monetary Stability

) 14:00-14:45 & I la/® [lucit Financial Flows & Financial Crime
* Money Laundering  * Trade-Based Money Laundering ¢ Global Trends

) 14:45-15:30 @ Tracking Terror Money in a Digital World

* Networks e Intelligence Fusion e Disruption Strategies
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15:30-16:15 @ P qumrs Crypto Crime, Dark Web & Digital Underground
¢ Crypto-enabled Crime = Dark Web = Investigative Challenges

| |:/é—\\
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16:15-17:00 - RegTech & SupTech: Future of Compliance

* Automation * Real-time Supervision = Compliance Intelligence

VIR ™ STRATEGIC PANEL Public-Private Coordination for National Financial Security
* Collaboration e Information Sharing = Joint Response

W
22/
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17:45-18:30 & Trust in Digital Finance: Customer Protection & Inclusion
* Financial Inclusion e Digital Literacy e Consumer Safety

|
9
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18:30-13:00 o BT Law, Liability & Accountability in Digital Finance

e Cyber Laws ¢ Liability Frameworks ¢ Legal Preparedness

/,__
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19:00-19:30 @ Bt (ffumm,  Financial Security as National Security
« Economic Sovereignty e Strategic Imperatives ¢ National Preparedness

1930 = 2[][]0 . VALEDICTORY SESSION Way Forward & Vale‘dlctury AddrESS

¢ Key Takeaways e Roadmap Ahead ¢ Closing Remarks

NCZAN

- % STRONGER TOGETHER. SAFER TOMORROW. b e :




PLEASE DO JOIN US AT THE
GCTC BFSI SECURITY CONFERENCE 2026

- #] JUNE 10 - 11, 2026

SPEAKERS &
SESSION CHAIRS

..__ R

Eminent Leaders. Proven Experts. Strategic Perspectives.
Uniting to Secure India's Financial Future.

[_] ONLINE VIRTUAL SUMMIT

CONFIRMED DIGNITARIES

HARSH MALHOTRA ALKESH K. SHARMA
Union Minister of Member-PESB,

State for Corporate Former Secretary,
Affairs, MeitY

R. GANDHI
Non-Executive
Chairman-Yes Bank
Former DG-RBI

RAJNISH KUMAR NS NAPANAI NS VISHWANATHAN
Non Executive Chairman- Sr. Adv.-Supreme Court Independent Director &
BharatPe & Former CMD-SBI of India & Founder- Non Executive Chairman-

Independent Director - Cyber Saathi Axis Bank & Fmr D G-RBI
HSBC, Asia Pacific

DR. MADAN OBEROI, IPS CHARU SRINIVASAN PAVAN DUGGAL
FMR ED, INTERPOL Corporate Vice Senior Advocate-

President- Engineering, Supreme Court of
Microsoft IDC India

KARNAL SINGH, IPS THERASA KARUNAKARAN SUJIT K. VARMA
Former Director -ED & Partner-Compliance Independent Director-
Director-FIU Matters & Director- TATA Capital & Former
IntelleWings Pvt. Ltd. DMD-SBI

LT GEN RAJESH PANT DR. P. R. LAKSHMI ESWARI
Former National Scientist 'G' & Centre
Cyber Security Head - C-DAC,
Coordinator Hyderabad

LT GEN MU NAIR DINKAR GUPTA, IPS
Former National Former DG-NIA &
Cyber Security DGP -Punjab

Coordinator

SAMEER RATOLIKAR ANUPRITA DAGA
Global Head & CISO, Advisor-Cyber

HDFC Bank Ltd Security

AMIT TALGERI DR. MONISHA OBEROI
Former Group Chief Regional Consulting Leader-
Risk Officer-AXIS Bank South East Asia, Mandiant,

Singapore

@@® \oices that
'.‘ Shape Strateqy.

Diverse Perspectives. Unified Purpose. ‘ @ Experts Today.
Securing Finance. Securing India. Resilience Tomorrow.
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